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2.1 

2.1.1 

County Request: Pricing.for atlsoftware maintenance options (SUA; SMA,.etc.). 

Software Mai ance/System U rades 
Due to normal advancements in technology, individual components within the 
ASTRO 25 platform will require periodic update and replacement to mitigate 
network vulnerabilities and address technology obsolescence. As with IT computing 
platforms and other enterprise business systems, the pace of technology obsolescence 
is primarily driven by commercial OEM products that change more frequently and 
transition into declining levels of support and availability. Consequently, systems 
without a plan for regular updates can become increasingly difficult and expensive to 
repair and may also become more vulnerable to security attacks. Additionally, non­
current systems may not be able to take advantage of advancements in technology 
which may provide enhanced features and performance, and may limit the ability to 
expand. Regular system updates ensure commercial software remains within the 
OEM support coverage and can also provide operational enhancements of previously 
purchased features. 

Motorola's offers three different levels of software support to keep your system up­
to-date. 

Software ntenance reement 
The Motorola Software Maintenance Agreement (SMA) complements the lifecycle of 
the ASTRO 25 system by providing periodic software updates which safeguard and 
enhance the operation, and extend the lifespan of the system. SMA provides system 
release software for Motorola and third-party infrastructure products, radio subscriber 
units (if purchased), product programming software as well as commercial OS patch 
updates. Additionally, Motorola integrates third-party OEM updates and pre-tests and 
certifies functionality and compatibility, mitigating risk of interference to the system 
operation. Updated commercial and open source software incorporates the latest 
advancements in third-party technology and provides improvement in network 
security. SMA provides not only a simple approach to updating the system, but also 
up to 80% cost savings compared to individual procurement of software updates. The 
fixed price annual subscription provides an approach for consistent budget planning 
and cost containment against unexpected changes. SMA is a flexible lifecycle 
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2.1.2 

management solution that allows the system owner to implement updates on their 
own schedule and incur hardware and implementation services expense at the time of 
upgrade. 

+ Major Release (system release)- Includes third-party software and Motorola 
system software updates which provide enhancements to existing features and 
addition of significant new features which are available for purchase. 
Additionally, included are updates to Motorola subscriber programming software. 
Motorola subscriber software updates available as an option. 

System pg Agreement 
The ASTRO 25 Platform is an integrated end-to-end solution designed for delivery of 
mission-critical land mobile radio services. The foundation of the ASTRO 25 
platform is an information technology (IT) based core which incorporates a hybrid 
composition of commercial off-the-shelf IT components, specialized radio frequency 
(RF) components and software designed to comply with standards-based 
specifications. To ensure the highest level of operation, allow for system expansion, 
provide maximum lifespan and protect the initial capital investment in the system, 
regular update and replacement of individual software and hardware components is 
required. 

The Motorola System Upgrade Agreement (SUA) is comprehensive approach to 
technology refreshment of the ASTRO 25 system, incorporating both software and 
hardware updates aligned with the platform lifecycle roadmap. The SUA is a 
complete package of hardware, software and implementation services required to 
update the ASTRO 25 system on an annual basis to a level consistent the latest 
systems leaving the factory. 

+ Major Release (system release)- Includes third-party software and Motorola 
system software updates which provide enhancements to existing features and 
addition of significant new features which are available for purchase. 
Additionally, included are updates to Motorola subscriber programming software. 
Motorola subscriber software updates available as an option. 

+ Hardware Refresh- Version updates andJor replacements for Motorola field 
replaceable unit (FRU) hardware and third-party networking and computing 
hardware. (Replacement of legacy product platforms such as QUANTAR base 
stations, CENTRACOM dispatch consoles excluded.) 

+ Implementation Services- Technical support and operational resources such as 
field engineering, system technologist, project management and local service 
shop resources to provide end-to-end design, on-site implementation, and project 
management services. 
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2.1.3 

2.2 

System Upgrade Agreement II (SUA II) 
For system owners that prefer to upgrade their system on a less frequent basis, the 
SUA II is available at a lower cost, providing one system release upgrade every two 
years (SUA II combines features of two releases in a single upgrade jump). For 
owners that are committed to upgrading their system on a regular basis, SUA 
provides a consistent budgeting solution that provides complete coverage. 

SUA ensures the ASTRO 25 system functions at the highest level of operation, 
allows for system expansion and feature enhancement, and maximizes the lifespan of 
the investment. System release updates provides access to the latest standard and 
optional features (optional features may require an additional fee for licensing and 
hardware) available and also allows for system expansion (i.e. expansion of RF sites, 
dispatch positions, data sub-systems, network management positions, etc.).Software 
and hardware updates, to platform components, ensure availability of repair services 
support and may also provide increased capacity and processing capability. 
Professional implementation services guarantee live system upgrades are performed 
with minimal interruption to system operation with minimal reliance on owner 
resources. 

+ Major Release (system release)- Includes third-party software and Motorola 
system software updates which provide enhancements to existing features and 
addition of significant new features which are available for purchase. 
Additionally, included are updates to Motorola subscriber programming software. 
Motorola subscriber software updates available as an option. 

+ Hardware Refresh- Version updates and/or replacements for Motorola field 
replaceable unit (FRU) hardware and third-party networking and computing 
hardware. (Replacement oflegacy product platforms such as QUANTAR base 
stations, CENTRACOM dispatch consoles excluded.) 

+ Implementation Services- Technical support and operational resources such as 
field engineering, system technologist, project management and local service 
shop resources to provide end-to-end design, on-site implementation, and project 
management services. 

Software Maintenance/System Upg Pricing 
S1stern D~graCie £!~~lions 

Software Maintenance Agreement (SMA) 

System Upgrade Agreement II (SUA II) 

System Upgrade Agreement (SUA) 
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SUA II Pricing while at A7.11: 

After completion of A7.13 Upgrade 
(service automation labor savings applied): 
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3.1 

County Request: Pricing for all service offerings (individually priced) 

Optional rranty Maintenance 
As Motorola's continuing commitment to supporting your system, warranty services 
can be extended after the first year to provide maintenance and service support in 
future years. Any service can be tailored to your specific needs and budget. The 
continuation of these services beyond the warranty year will help ensure maximum 
system uptime as well as maintaining the highest level of system performance. 

Table 3-1: Post Warranty Maintenance (Optional) Upon 7.11 Upgrade 

' j'earl most-»'\laliranty IIIJ.ainteflSOCi~, ~" ~w 
0 

A "~$1 X 

' 
,, 

A "' W* 

Dispatch/Call Management Service 7,952.00 

Network and Security Monitoring 37,794.00 

Security Update Service 19,968.00 

Technical Support 28,452.00 

OnSite Infrastructure Response 63,895.00 

Infrastructure Repair with Advanced Replacement 46,619.00 

"fc:)tal §ystelll JIJiailjtenaJ1ce t ..•. /<······ 
······ 

.. .·.· . 

204,680.00 1 

••• 
.·•··· 

······· 
3rd Party NICE Maintenance 

NICE Logging 24*7 Gold Package 12,500.00 

Tgtal inclurl,in!JN!P.F ·•••••· 
/ ·.·•·.· 

•• 

···•·•··· < 
•••••••••••• • •• ••••• 

217;180.00 ·.·· .......... 

1 A $7,500.00 increase will apply to Year 3. Subsequent years, please average a CPI increase between 3-5% to the 
yearly amount. If the County adds or subtracts any new equipment or software, the maintenance contract will be 
adjusted accordingly. 
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County Request Upgrade costfor 7.4 to 7.11 to include MCC 7500 consoles 

4.1 Pricing 
' " " I mlli£e f$1] 'o;' 0 

df mes£lli Rlion \;~ "' 
' 

System Total after City of Jacksonville/Motorola P25 Contract Discounts Applied 1 ,644,867.001 

Customer Loyalty Discount for System as Proposed and Contract Execution Prior to (82,243.00) 
Apri/27, 2012 

Customer Sale Price 
. 

1 Above price valid only with Life Cycle Support subscription. 
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County Request: Upgrade cost for 7.4to 7.11 to include MCC 7500 consoles and 
GCM 8000 comparators 

5.1 Pricing 
megcrnillli~ " ''" r 13riee-~lll9 

' '' " "';_? ;; ' 

System Total after City of Jacksonville/Motorola P25 Contract Discounts Applied 1,786,841.101 

Customer Loyalty Discount for System as Proposed and Contract Execution Prior to (135,091.00) 
Apri/27, 2012 

Customer Sale Price 
.·. 

1,651,750.10 

1 
In addition to City of Jacksonville/ Motorola Contract Discounts, a substantial discount of $488,435.50 was 

applied to the Equipment List Total. Therefore, above price valid only with Life Cycle Support subscription. 
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County Request sow documents for all maintenance and software services 
offered · · 

Motorola has provided sample Statements of Work on the following pages. 
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• MOTOROLA 

Statement of Work 
ASTRO® 25 Network & Security Monitoring, Pre-Tested Software 
Subscription, OnSite Infrastructure Response and Dispatch Service 

Overview: Network & Security Monitoring is a bundled service offering that provides Network Monitoring, 
Security Monitoring, Pre-Tested Software Subscription (PTSS), Dispatch and OnSite Infrastructure Response 
services to the Customer. This service is applicable only for the following system types: ASTRO 25 current 
shipping System Release and three prior System Releases. 

Definitions 

Terms that are capitalized but not defined in this Statement of Work shall have the definition given to such 
terms in the Service Terms and Conditions, the Communications System Agreement or other applicable 
agreement. The following terms have the following meanings: 

• Non-Motorola Software: Software whose copyright is owned by a party other than Motorola or its 
affiliated company, including but not limited to the anti-virus definitions, operating system software 
patches and signature files that will be pre-tested pursuant to this Statement of Work. 

• Supported System Release: Pre-Tested Software Subscription supports the current ASTRO 25 6.X and 
7.X System Releases and 3 previous System Releases. 

1.0 Description of Services 

ASTRO 25 Network & Security Monitoring includes the monitoring of radio system infrastructure as well as 
monitoring and managing the Motorola security equipment present on the Customer's System. Monitoring 
security equipment requires Customer to purchase a Core Security Management Server with Customer's 
System. Motorola will monitor Elements of a System for Events, as set forth in the Monitored Elements Table 
below. 

When the Motorola System Support Center (SSC) detects an Event, trained technologists will acknowledge the 
Event, run remote diagnostic routines, and initiate an appropriate Response. Appropriate responses could 
include, but are not limited to, continuing to monitor the Event for further development, attempting remote 
Restoral, or transferring the Event by opening a Case for dispatch of a Servicer. If dispatched, the Servicer will 
respond at the Customer location based on pre-defined Severity Levels set forth in the Severity Definitions 
Table and Response times set forth in the On-Site Response Time Table in order to Restore the System. 

Pre-Tested Software Subscription provides the latest anti-virus definitions, intrusion detection sensor (IDS) 
signature updates (ONLY for IDS supplied to Customer by Motorola), Microsoft and Solaris operating system 
security patches that have been pre-tested on a Motorola test system to verify compatibility with the ASTRO 25 
System. 

Motorola will proactively manage the security Elements present on the System as needed to mitigate the risk of 
vulnerability such as a virus, worm or other intrusive attack on the System. This may include periodically 
deploying the latest release of pre-tested anti-virus definitions to the anti-virus management server and updating 
the intrusion detection sensor signature files on the network barrier (ONLY for IDS supplied to Customer by 
Motorola and if present on the System) as determined by Motorola. Motorola will also modify intrusion sensor 
settings and update firewall settings as determined by Motorola and will notify Customer of such modifications. 

Motorola will provide Case Management as set forth herein. The SSC maintains contact with the on-site 
Servicer until System Restoral occurs and Case is closed. The SSC will Continuously track and manage Case 
activity from open to close through an automated Case tracking process. This Case management allows 
Motorola to provide activity and performance reports as well as ensures timely resolution of issues. 
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• MOTOROLA 

The terms and conditions of this Statement of Work (SOW) are an integral part ofMotorola's Service Terms and 
Conditions or other applicable Agreement( s) to which it is attached and made a part thereof by this reference. 

2.0 Motorola has the following responsibilities: 

2.1. Provide dedicated Connectivity through a private network connection necessary for monitoring ASTRO 
25 System. The Connectivity Matrix set forth below further describes the Connectivity options. 

2.2. If determined necessary by Motorola, provide Motorola owned equipment for monitoring ASTRO 25 
System elements. If Motorola installs or replaces Motorola owned equipment, the type of equipment and 
location installed is listed in the Motorola Owned & Supplied Equipment Table. 

2.3. Verify Connectivity and Event monitoring prior to System Acceptance or Start Date. 
2.4. Coordinate with Customer to maintain Motorola service authentication credentials. 
2.5. Continuously receive service requests. 
2.6. Perform Continuous monitoring of System Elements as set forth in the Monitored Elements Table. 
2.7. Interpret System Events and determine appropriate Response. An appropriate Response could include the 

following actions: notify customer of activity, continue monitoring the Event for further development, 
review System log files or transfer the Event information via a Case for dispatch of a Servicer. 

2.8. Respond in accordance to pre-defined Response times upon receipt from Customer of Customer managed 
passwords required for proper access to the Customer's System. 

2.9. Remotely access the Customer's System to perform remote diagnostics as permitted by Customer 
pursuant to section 3 .1. 

2.1 0. Attempt remote Restoral, as appropriate. Some System functions may be disrupted as necessary to 
maintain System integrity until further validation of the Event occurs. This may include shutting down 
applications, applying security tools, resetting box, or instructing Servicer to reload applications and 
operating system software as necessary. 

2.11. Create a Case as necessary when service requests are received. Gather information to perform the 
following: 

2.11.1. Characterize the issue 
2.11.2. Determine a plan of action 
2.11.3. Assign and track the Case to resolution. 

2.12. Dispatch a Servicer, as required, by Motorola standard procedures and provide necessary Case 
information collected in section 2.11. 

2.13. Ensure the required personnel have access to Customer information as needed. 
2.14. Disable and enable System devices, as necessary, for Servicers. 
2.15. Servicer will perform the following on-site: 

2.15 .1. Run diagnostics on the Infrastructure or FRU. 
2.15.2. Replace defective Infrastructure or FRU, as applicable. Customer, Servicer or Motorola may 

provide Infrastructure or FRU. 
2.15 .3. Provide materials, tools, documentation, physical planning manuals, diagnostic/test 

equipment and any Security requirements necessary to perform the Maintenance service. 
2.15.4. If a third party Vendor is needed to Restore the System, the Servicer may accompany that 

Vendor onto the Customer's premises. 
2.16. Verify with Customer that Restoration is complete or System is functional, if required by Customer's 

repair Verification preference described in the Customer Support Plan required by section 3 .6. If 
Verification by Customer cannot be completed within 20 minutes ofRestoration, the Case will be closed 
and the Servicer will be released. 

2.17. Escalate the Case to the appropriate party upon expiration of a Response time. 
2.18. Close the Case upon receiving notification from Customer or Servicer, indicating the Case is resolved. 
2.19. Notify Customer of Case Status, as described in the Customer Support Plan by section 3.6 at the 

following Case levels: 
2.19.1. Open and closed; or 
2.19.2. Open, assigned to the Servicer, arrival of the Servicer on site, deferred or delayed, closed. 

2.20. Obtain anti-virus definitions for the Microsoft Windows platform, intrusion detection sensor (IDS) 
signatures for Motorola supplied IDS, Microsoft and Solaris operating system security patches/updates, 
as available, from Motorola selected commercial suppliers. 
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.MOTOROLA 

2.21. Evaluate anti-virus definitions classified as Category 4 (Severe, difficult to contain) and Category 5 
(Very Severe, very difficult to contain) by Motorola selected commercial supplier to determine if a high­
priority release is required. Motorola in its discretion will determine the urgency of the update based on 
the impact to the System. 

2.22. Test anti-virus definitions, intrusion detection sensor signatures for Motorola supplied IDS, Microsoft 
and Solaris operating system security patches/updates by deploying them on a dedicated test System with 
the standard supported configurations, which include Motorola's then current approved cohabitated 
applications for current System Release and three previous System Releases. 

2.23. Confirm that tested anti-virus definitions, intrusion detection sensor signatures for Motorola supplied 
IDS, and operating system security patches/updates do not degrade or compromise System functionality 
on dedicated test System within the standard supported configurations. 

2.24. Address issues identified during testing to support functionality under the procedures specified in 2.22 
above by working with Motorola selected commercial supplier or Motorola product development 
engineering team. 

2.25. Deploy pre-tested updates weekly to anti-virus management server and intrusion detection sensor for 
Motorola supplied IDS (if present on the System) upon successful completion of the weekly test cycle to 
be completed one week after release by commercial supplier unless an issue is detected or as determined 
necessary by Motorola. High-priority anti-virus definition releases identified in 2.21 will be made 
available within 24 hours of commercial supplier release or at Motorola's discretion. 

2.26. Notify Customer when anti-virus definition updates and intrusion detection sensor signatures have been 
deployed on Customer system. 

2.27. Release and notify Customer when Microsoft and Solaris operating system security patches/updates are 
certified and available with instructions for obtaining patch for Customer deployment on the Customer 
system. Microsoft operating system security updates will be released monthly as available from 
Motorola selected commercial supplier upon successful completion of monthly test cycle. Solaris 
operating system security patches will be released quarterly upon successful completion of quarterly test 
cycle or at Motorola's discretion. 

2.28. Maintain annual Customer licenses for anti-virus definitions and intrusion detection sensor signatures for 
IDS supplied to Customer by Motorola with Motorola selected commercial supplier. 

2.29. Provide the following reports, as applicable: 
2.29.1. Case activity reports to Customer. 
2.29.2. Network Security Monitoring Service reports for Customer System(s). 
2.29.3. Network Activity/Availability Reports 

2.30. Apply additional support charges above and beyond the contracted service agreements that may apply if 
it is determined that System faults were caused by the Customer making changes to critical System 
parameters. 

3.0 Customer has the following responsibilities: 

3.1. Allow Motorola Continuous remote access to obtain System availability, performance and configuration 
data. 

3.2. Allow Motorola to access System if firewall has been installed; provide permanent/dedicated access for 
SNMP traps (outbound) and ZDS polling (inbound). 

3.3. Provide continuous utility service to any Motorola equipment installed or utilized at Customer's premises 
to support delivery of the Service. 

3.4. Maintain and manage any equipment outside of the System. 
3.5. Deploy pre-tested operating system software patches on the System. 
3.6. Provide Motorola with pre-defined Customer information and preferences prior to Start Date necessary to 

complete Customer Support Plan. 
3.6.1. Provide 7/24 security contact and escalation list 
3.6.2. Case notification preferences and procedures 
3.6.3. Repair Verification preference and procedure 
3.6.4. Database and escalation procedure forms. 
3.6.5. Submit changes in any information supplied in the Customer Support Plan to the Customer 

Support Manager. 
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3.7. Provide the following information when initiating a service request: 
3.7.1. Assigned System ID number 
3.7.2. Problem description and site location 
3.7.3. Other pertinent information for Motorola to open a Case. 

• MOTOROLA 

3.8. Provide all Customer managed passwords required to access the Customer's System to Motorola upon 
request or when opening a Case to request service support or enable Response to a technical issue. 

3.9. Notify the SSC when Customer performs any activity that impacts the System. (Activity that impacts the 
System may include, installing software or hardware upgrades, performing upgrades to the network, or 
taking down part of the System to perform maintenance.) 

3.10. As necessary, upgrade System to Supported System Release as specified in paragraph 2.22. 
3.11. Allow Servicers access to Equipment (including any Connectivity or monitoring equipment) if remote 

service is not possible. 
3.12. Allow Servicers access to remove Motorola owned server upon cancellation of service as set forth in 

paragraph 2.2. 
3.13. Supply Infrastructure or FRU, as applicable, in order for Motorola to Restore the System as set forth in 

paragraph 2.15.2. 
3.14. Maintain and store in an easily accessible location System backups and any/all Software needed to 

Restore the System. 
3.15. Verify with the SSC that Restoration is complete or System is functional, if required by the Repair 

Verification Preference provided by Customer in accordance with section 3.6.3. 
3.16. Comply with the terms of the applicable license agreements between Customer and the Non-Motorola 

Software copyright owners. 
3.17. Cooperate with Motorola and perform all acts that are reasonable or necessary to enable Motorola to 

provide the services described in this SOW. 

4.0 WARRANTIES AND DISCLAIMER: 

Motorola warrants that its services will be free of defects in materials and workmanship for a period of ninety 
(90) days following completion of the service. Your sole remedies are to require Motorola to re-perform the 
affected service or at Motorola's option to refund, on a pro-rata basis, the service fees paid for the affected 
service. 

During the applicable Warranty Period, Motorola warrants that the tested anti-virus definitions, intrusion 
detection sensor signatures, and operating system security updates/patches do not degrade or compromise 
System functionality, and that after incorporation of the tested Software updates, the System Software, when 
used properly and in accordance with the Documentation, will be free from a reproducible defect that 
eliminates the functionality or successful operation of a feature critical to the primary functionality or 
successful operation of the Software. Product and Software documentation that specifies technical and 
performance features and capabilities, and the user, operation and training manuals for the Software (including 
all physical or electronic media upon which this information is provided) are collectively referred to as 
"Documentation." Whether a defect occurs will be determined solely with reference to the Documentation. 
Motorola does not warrant that Customer's use of the Software or Products will be uninterrupted or error-free 
or that the Software or the Products will meet Customer's particular requirements. 

MOTOROLA DISCLAIMS ALL OTHER WARRANTIES WITH RESPECT TO PRE-TESTED ANTI­
VIRUS DEFINITIONS, OPERATING SYSTEM SOFTWARE PATCHES, AND INTRUSION DETECTION 
SENSOR SIGNATURE FILES, EXPRESS OR IMPLIED, INCLUDING THE IMPLIED WARRANTIES OF 
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, AND NON-INFRINGEMENT. 
FURTHER, MOTOROLA DISCLAIMS ANY WARRANTY CONCERNING THE NON-MOTOROLA 
SOFTWARE AND DOES NOT GUARANTEE THAT CUSTOMER'S SYSTEM WILL BE ERROR-FREE 
OR IMMUNE TO VIRUSES OR WORMS AS A RESULT OF THESE SERVICES. 
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Severity Dermitions Table 

Severity Level Problem Types 
. 

Severity 1 • Response is provided Continuously 
• Major System failure 
• 33% of System down 
• 33% of Site channels down 
• Site Environment alarms (smoke, access, temp, AC power) as determined 

by sse. 
• This level is meant to represent a major issue that results in an unusable 

system, sub-system, Product, or critical features from the Customer's 
perspective. No Work-around or immediate solution is available. 

Severity 2 • Response during Standard Business Day 
• Significant System Impairment not to exceed 33% of system down 
• System problems presently being monitored 
• This level is meant to represent a moderate issue that limits a Customer's 

normal use of the system, sub-system, product, or major non-critical 
features from a Customer's perspective 

Severity 3 • Response during Standard Business Day 
• Intermittent system issues 
• Information questions 
• Upgrades/Preventative maintenance 
• This level is meant to represent a minor issue that does not preclude use of 

the system, sub-system, product, or critical features from a Customer's 
perspective. It may also represent a cosmetic issue, including 
documentation errors, general usage questions, recommendations for 
product enhancements or modifications, and scheduled events such as 
preventative maintenance or product/system upgrades. 

On-Site Response Time Table (Customer's Response Time Classification is designated in the Service 
Agreement). 

Severity Standard Response Premier Response Limited Response Time Restoral Off 
Level Time Time Deferral 
Severity Within 4 hours from Within 2 hours from Within 4 hours from 8 hours Time 

1 receipt of receipt of Notification receipt of Notification provided 
Notification Continuously Standard Business Day by Servicer 
Continuously * 

Severity Within 4 hours from Within 4 hours from Within 4 hours from 8 hours Time 
2 receipt of receipt ofNotification receipt ofNotification provided 

Notification Standard Business Day Standard Business Day by Servicer 
Standard Business * 
Day 

Severity Within 24 hours Within 24 hours from Within 24 hours from 48 Time 
3 from receipt of receipt ofNotification receipt of Notification hours provided 

Notification Standard Business Day Standard Business Day by Servicer 
Standard Business * 
Day 

• Please note these are Standard Commitment times. The commitment times should be based on the 
Customers Support Plan. 

• Provide update before the specific contractual commitments come due. 
* Note: Provide update to System Support Center before Deferral time comes due. 
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Connectivity Matrix 

Private Network Connection Public Internet Connection .. 
IPVPN ··. IPVPN 
(Ail Customers) (Option.Available only to Customers outside 

· ..... · .. of the US) / 
Standard solution for real-time Connectivity Non-standard solution for real-time Connectivity 
Dedicated bandwidth configuration provided to No dedicated bandwidth provided to monitor 
monitor Customers Customers 
Protected from unauthorized intrusion Low risk of unauthorized intrusion 
Encryption Available Encryption Available 
Connectivity available through Motorola Customer provides Connectivity to the internet 

via an internet service provider selected by 
Customer 

Motorola Owned & Supplied Equipment Table 

Equipment Type 
.. .• Location Installed 

·. ••. .. · . 
Firewall/Router Master Site 
System Support Server Master Site for each Zone 
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Monitored Elements Table 
(Listed by Technology) 

S:VsteniT:YPi 
ASTRO 25 (release 7.x) 

ASTRO 25 (release 6.3 - 6.9) 

Security Elements 
(Monitoring and managing 
Security Elements is 
dependent on Customer 
purchasing Core Security 
Management Server as 
Equipment with the Customer 
System) 

Nctn·ork Security M~onitoring 

• MOTOROLA 

Equf6went 
Packet Routing Network; Zone Controllers; Database Server; 
FullVision Server; Zone Statistical Server; Air Traffic Router; 
System Statistics Server; User Configuration Server; Packet Data 
Gateway Server; PBX; Interconnect Server; Motorola Gold Elite 
Gateway (MGEG); AEB; CEB; Conventional Channel Gateway 
(CCGW); Simulcast RF Site (Site Controllers, Comparators, 
Stations); Intelli Repeater RF Site (Stations); Intelli Site Repeater 
RF Site (Site Controllers, Stations); 

Core, Exit, Gateway, Peripheral, Border, and Site routers, HP 
Switches master, prime, console and repeater sites switches, GGSN; 
CWR 

MOSCAD Overlay (TenSr, Station, Channel Banks, TRAK GPS, 
Site Power, Microwave) 

DOES NOT INCLUDE MONITORING OF ANY MOSCAD 
ALARM POINTS THAT DO NOT DIRECTLY IMPACT THE 
PERFORMANCE OF THE RADIO NETWORK. DOES NOT 
INCLUDE MONITORING OF ANYTHING OUTSIDE OF 
THE RADIO NETWORK UNLESS SPECIFICALLY 
STATED 

Nortel; Packet Routing Network; Zone Controllers; Database 
Server; FullVision Server; Zone Statistical Server; Air Traffic 
Router; System Statistics Server; User Configuration Server; Packet 
Data Gateway Server; PBX; Interconnect Server; Motorola Gold 
Elite Gateway (MGEG); AEB; CEB; ARCADACS Cross Connect 
Switch; Simulcast RF Site (Site Controllers, Comparators, 
Stations); Intelli Repeater RF Site (Stations);Intelli Site Repeater 
RF Site (Site Controllers, Stations); 

MOSCAD Overlay (TenSr, Station, Channel Banks, TRAK GPS, 
Site Power, Microwave) 

DOES NOT INCLUDE MONITORING OF ANY MOSCAD 
ALARM POINTS THAT DO NOT DIRECTLY IMPACT THE 
PERFORMANCE OF THE RADIO NETWORK. DOES NOT 
INCLUDE MONITORING OF ANYTHING OUTSIDE OF 
THE RADIO NETWORK UNLESS SPECIFICALLY 
STATED. 
Core Security Management Server; Firewall; Intrusion Detection 
Sensors; Anti-virus Management application; Authentication 
Management application; Centralized Logging Server 
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